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development and deployment
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Introduction: The New Network Built 
for the Application Environment 
The modern enterprise is built on the power of software. 
Corporate functions that used to be manual and time 
consuming are now automated, virtualized and consumed by 
end users, on-demand. Everything that was once physical 
and static has become programmable and available out of 
the cloud. It’s a digital revolution, and it’s being driven by 
developers of cloud-native software applications. 

The corporate data centers that used to be where 
applications originated and lived are being consigned to 
history. Software that takes weeks to develop and then sits in 
a silo has no place in a world where everything moves at light 
speed. Today’s cloud-native apps are developed by 
software-as-a-service (SaaS) providers using DevOps tools 
and processes to automate the entire creative process. This 
creates a level of agility that allows for quick responses to 
new business opportunities by using the best tools for the job. 
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DevOps methodologies, where the creation of software is bound up with 
how it will operate within a corporate structure are, quite simply, the most 
effective way to deliver the digital transformation that so many organizations 
are striving towards.

But the developer community is facing challenges when it comes to 
application connectivity. The game-changing way in which software 
applications are developed for the cloud is not matched by the networks 
those applications rely on. Traditional network connectivity in and out of the 
cloud significantly lags behind the software innovation curve.

Organizations that develop applications as a core of their business need 
better ways of connecting so that they can work more efficiently, increase 
their responsiveness and deliver the results that customers require, 
improving time to market.

Quite simply the most effective way to 
deliver the digital transformation...
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Networking and Security Challenges with Moving to Cloud.

Cloud-centric developers need network solutions that put the 
application first while seamlessly integrating with their DevOps tools, 
simplifying and accelerating the process. 

Here’s how legacy application networking approaches are failing 
today’s cloud application environment:

Organizations are forced to maintain more than just the one 
connection into a single public cloud service as they are 
limited to a point-to-point virtual private connection (VPN). 
Today’s applications require multiple connections between 
the public clouds of differing cloud service providers. A 
multi-cloud strategy reduces an organization’s risk exposure 
and lets them tap into the unique services and capabilities of 
many separate providers. But cloud providers don’t facilitate 
this model, naturally preferring to lock their customers in as 
best as they can. How can the modern-day enterprise 
establish on-demand, secure, application-specific 
connectivity for their developers to access this multi-cloud 
environment? A new software only, cloud-native approach is 
required to address this challenge.
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With applications expected to bounce between different 
cloud environments, many other complications arise, like 
security, complexity, access management and operational 
support. 

Cloud software developers looking for secure remote 
application connectivity into a multitude of public cloud 
environments are today relying on VPN gateways and jump 
servers working with bastion hosts. But VPN connections 
were never designed to work in a modern, agile cloud 
environment. As a solution they are archaic, complex and 
inhibiting to performance and flexibility.

Backend application stack service connections can be a 
problem. Today’s developers favor a microservices model 
that structures an application as a collection of 
loosely-coupled services. But providing secure connections 
to remote microservices can be unwieldy with a standard 
network architecture.

If a new VPC or VNET is to connect back to an enterprise 
network using traditional means, a manual configuration 
change on the corporate network is necessary to establish 
the connection. This process can delay the roll out of the new 
application by a matter of weeks. Time is cost. Delay is 
inhibiting to competitiveness.
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Speed to Market with 
NetFoundry Application 
Specific Networks

NetFoundry has the answer for all these 
challenges - a cloud-centric, agile, 
on-demand answer. Its Application 
Specific Networking (ASN) technology 
delivers the speed to market that SaaS 
application developers need, and 
safeguards their company’s profitability. 

Here are four ways the developer 
community can leverage ASN to enable 
their business to gain an advantage:

Data Analytics Apps

Users

Business Applications IT Applications



If you’ve relied on MPLS networks, VPNs or dedicated circuits to 
establish connectivity across cloud environments, you’ll have 
experienced the very opposite of agile. It can take weeks or 
months to establish a new MPLS circuit, or to change the 
performance parameters of an existing arrangement. Point to 
point connections are expensive and  do not have the agility to 
support requests where circuits must be created and torn down 
for temporary use, or where end-points are mobile. It’s just not 
designed for a fast changing and evolving DevOps world.

By contrast, NetFoundry’s ASN can use the public Internet as the 
backbone, based around hardware that’s already in place. ASN is 
technology-agnostic, so it can leverage whatever services you 
already have. 

With Netfoundry’s Application Specific Networking, NetOps, 
DevSecOps, DevOps and application development teams can 
create on-demand secure connectivity across cloud 
environments for seamless access to cloud services and 
resources. In this way, they are fueling innovation and 
time-to-market of products and services, and driving business 
results. NetFoundry’s ASN technology is flexible, agile and ready 
to serve your business without limitations.

Agility and Flexibility
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You don’t need to be told that the need for 
network security is paramount. With a 
NetFoundry ASN, networking at scale is 
simplified while enabling granular, zero-trust 
security that meets and exceeds even the most 
stringent compliance standards.

An ASN protects you no matter where 
information is flowing. That could be to or from 
an IoT or edge device or a human endpoint, from 
an application to the cloud, or from one cloud 
application to another. In all instances, security is 
ensured, every step of the way. 

Security and Resilience
NetFoundry’s solutions are fortified by a software 
defined perimeter and robust encryption. The 
result is a private zero-trust network, protecting 
applications edge-to-edge. Even the Internet 
connections are protected by end-to-end 
encryption. Zero-trust networks are necessary to 
make each application’s security as agile as 
possible, and not dependent on security services 
being provided by the underlying networks.



Security is key...
NetFoundry uses a multi-layered authenticate-before-connect 
security approach: There’s no network access until both 
endpoints authenticate, and an endpoint is only given access to 
specific apps, services, ports or protocols which it needs, as 
defined by centralized app access policies. NetFoundry denies 
any packets which have not been authorized. 

Even if a device inside the network is vulnerable, the deficiency 
is masked because NetFoundry will drop unauthorized 
externally originated attempts such as botnets before they can 
reach a vulnerable device or application. Data is encrypted with 
strong session-by-session encryption and transferred across 
the highly resilient and protected NetFoundry overlay network, 
providing protection against man-in-the-middle, denial of 
service and distributed denial of service attacks.

NetFoundry 
denies any 

packets which 
have not been 

authorized.
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NetFoundry abstracts the complexity of multi cloud environments 
and delivers it to the user as one simple, easy-to-use interface. 

Managing networks spanning multiple clouds in various 
geographies, each providing different services to enable different 
application teams, can be complex and expensive. With 
NetFoundry you get a unified management plane to multiple 
cloud environments and seamless REST API access to enable 
automation into DevOps, CI/CD workflows . The components 
within ASN make building and augmenting networks for 
multi-cloud and edge-to-cloud applications easy and seamless.

For example, the NetFoundry ASN virtual gateways, which build 
networks between endpoints and different cloud environments, 
come pre-built and available on the cloud provider’s marketplace 
to integrate quickly and seamlessly with popular providers such as 
Amazon Web Services, Microsoft Azure, Google Cloud Platform 
and IBM Cloud. ASN gateways are also available as Virtual 
Machine Images for VMware for custom cloud deployments.

Simplicity and Ease



If your current remote access solution is a remote 
VPN, bastion host or Jump Box, it’s time to move on. 
With NetFoundry, all of that complexity disappears, 
reducing support costs and increasing productivity. 
Setting up a connection between a new cloud 
environment and a corporate data center is 
completely automated, so there’s no need to engage 
with a network engineer. 

NetFoundry is compatible with the DevOps tools that 
you use to build out your environment. DevOps and 
Infrastructure teams can use NetFoundry SaaS based 
Console and RESTful APIs to automate the CI/CD 
pipeline and workflows such as Jenkins and 
Spinnaker across heterogeneous cloud environments.
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The NetFoundry platform replaces the need to pay more for private circuits, proprietary 
hardware and carrier solutions. Netfoundry ASN just needs an Internet connection. So forget 
expensive, dedicated links and turn your back on lengthy delays for provisioning services. Plus 
don’t worry if your end points are in fixed or mobile locations.

Organizations using NetFoundry’s ASN architecture and technology can expect to benefit from 
a 30% average operational expense cost reduction over traditional MPLS and VPN solutions. At 
the same time, those organizations can look forward to a three to five fold improvement in 
real-world throughput over the ASN links compared to using those legacy technologies.

NetFoundry is built for transversing the public Internet with the greatest levels of efficiency and 
performance. For example, the NetFoundry network’s intelligence will adaptively and 
automatically route each ASN’s traffic across the best performing paths, while compliant with 
all relevant policies. In addition, NetFoundry proxies TCP traffic by substituting a more efficient 
communications method, thereby boosting throughput by three to five times, compared to 
VPNs. You’ll also notice decreasing latency, which will improve the user experience. No more 
waiting for applications to respond.

Performance and Cost Reduction



Your business deserves better networking. It’s time to say 
goodbye to the old way of doing things. Turn your back on 
restrictive legacy solutions with their lack of scalability, 
absence of agility, poor security and unpredictable 
overheads. With NetFoundry’s ASN you can securely and 
reliably run applications anywhere and everywhere, from 
any Internet connection, without being handcuffed by the 
costs, complexity and delays of traditional networking.

Sign up for 30 Day free trial at: www.NetFoundry.io

The Conclusion...


